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Who	  do	  you	  consult	  for	  answers?	  

! Myself  
and my experiences 

! A friend  
or family member 

! A religious authority 

! A professor 

! Someone else 

! A book or librarian 

! A newspaper 

! An ad that I like 

! The Internet 

! Are they 
knowledgeable on 
the issue? 

! Can I trust them? 

! Is it convenient to 
ask them? 

How did you decide  
 who to ask: 

 



Your	  Trust	  Network	  

! Network of  Nodes and Arcs (directed edges) 
n  Nodes = social entities (people, entities, sources, ideas) 

n  Arcs = trust relationships from an entity to another 

n  Length of  arc = strength of  trust 

! We can explore it (mentally) 

! We change/verify/augment it all the time 
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CHALLENGES	  to	  your	  Trust	  Network	  

! By your friends and family 

! By teachers and colleagues 
! By trusted advisors 

! By trusted sources 

! By others 

! By ads  
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How is your trust network challenged? 



Challenges	  through	  Propaganda	  

! Propaganda: 
n  Attempt to modify human behavior,  

 and thus influence people’s actions  
  in ways beneficial to propagandists 

 

! Theory of Propaganda 
n  Developed by the Institute for Propaganda Analysis 1938-42 

 

! Propagandistic Techniques (and ways of detecting propaganda) 
n  Word Games (Glittering Generalities & Name Calling) - associate good/

bad concept with social entity 
n  Plain Folk - people like us think this way 
n  Bandwagon - everybody’s doing it, jump on the wagon 
n  Testimonial - famous non-experts’ claims  
n  Card Stacking - use of bad logic 
n  Transfer - use special privileges (e.g., office) to breach trust 



The	  Bandwagon	  Technique	  

! with it the propagandist attempts to convince us that 
all members of a group to which we belong  
are accepting his program and that we must therefore 
follow our crowd and “jump on the band wagon” 
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The	  Testimonial	  Technique	  

! having some respected person say that a given idea 
or program or product or person is good or bad 
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The	  Web	  is	  also	  a	  network	  

! Network of  Nodes and Arcs (directed edges) 
n  Nodes = web pages 

n  Arcs = hyperlinks from a page to another 

! A network can be explored 

! A network can be indexed 

Server and  domain Access method 

URL 

Path of Document 

http://cs.brynmawr.edu/content/wginfo 



Use Web, Search Engines, Twitter? 

! 74% of the Americans had internet access in May, 2008 
n  More than half of connected Americans use broadband 

 

! 54% of all US adults went online to get news or information about 
the 2010 midterm elections 

! 89% of all internet users use a search engine regularly 

! 6% of US adults received candidate or campaign information on 
social networking sites or Twitter 

! What does this tell you about  
 the importance of Search Engines and Social Networks? 
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Your Trust Network 2.0 

! Your Trust Network is greatly increased 
! You access it through Search Engines 

! A few of  us, also through Social Networks 

 
 
 
 

The Web 



Reliability of Information on the Web 

Anyone can be an author on the web! 

JUMP START by Robb Armstrong 



In the past, the greatest 
problem facing researchers 
was finding information; 
now, with the advent of  the 
Internet, the greatest 
problem is evaluating the 
vast wealth of  information 
available. 
 
Students […]  
placed greater emphasis on 
the process of  finding an 
answer  
than on analyzing the 
actual information. 



The	  Web	  has	  misinformation!	  

Search results steroid drug HGH  
(human growth hormone) 



Any	  controversial	  issue	  will	  be	  targeted	  

Search results for mental disease ADHD  
(attention-deficit/hyperactivity disorder) 



Why?	  

!  If you do not rank high in search results,  
      you may well not exist! 

! Web spam: 
n   Attempt to modify the web (its structure and contents),  

 and thus influence search engine results  
  in ways beneficial to web spammers 



crawl the 
web 

create 
inverted index 

Inverted  
index 

Search  
engine  
servers 

Document 
IDs 

Ranking is The Important Decision 

user 
query 

THE 
WEB 

Rank 
results 



Evolution	  of	  Search	  Engines	  

! 1st Generation (ca 1994):  
n  AltaVista, Excite, Infoseek… 
n  Ranking based on Content:  

w  Pure Information Retrieval  
 

! 2nd Generation (ca 1996):  
n  Lycos 
n  Ranking based on Content + Structure 

w  Site Popularity 
 

! 3rd Generation (ca 1998):  
n  Google, Teoma, Yahoo 
n  Ranking based on Content + Structure + Value 

w  Page Reputation 
 

! 4th Generation? (In the Works) 
n  Ranking based on “the need behind the query” 



1st	  Generation:	  Content	  Similarity	  

!   Content Similarity Ranking: 
The more rare words two documents share,  the more similar they are 
 

 
! Documents are treated as “bags of words” 

                        (no effort to “understand” the contents) 
! Term frequencies are computed  

                        (Above: a few rare words in W.S. books) 

! Very common words (“a”, “of”, “the”, “in”, …) are ignored 
 
 
 

 

Antony and Cleopatra Julius Caesar The Tempest Hamlet Othello Macbeth

Antony 157 73 0 0 0 0

Brutus 4 157 0 1 0 0

Caesar 232 227 0 2 1 1

Calpurnia 0 10 0 0 0 0

Cleopatra 57 0 0 0 0 0

mercy 2 0 3 5 5 1

worser 2 0 1 1 1 0



1st	  Generation:	  Content	  Similarity	  

!   Content Similarity Ranking: 
The more rare words two documents share,  the more similar they are 

!  
 

Query: “In the mercy of Caesar” Rank Results: 

Antony and Cleopatra Julius Caesar The Tempest Hamlet Othello Macbeth

Antony 13.1 11.4 0.0 0.0 0.0 0.0

Brutus 3.0 8.3 0.0 1.0 0.0 0.0

Caesar 2.3 2.3 0.0 0.5 0.3 0.3

Calpurnia 0.0 11.2 0.0 0.0 0.0 0.0

Cleopatra 17.7 0.0 0.0 0.0 0.0 0.0

mercy 0.5 0.0 0.7 0.9 0.9 0.3

worser 1.2 0.0 0.6 0.6 0.6 0.0

• Above: Normalized term frequencies. 
• Results are ranked by  

 sorting the sum of normalized frequencies of the query terms 

How To Spam? 



1st	  Generation:	  How	  to	  spam	  

! “Keyword stuffing”: 
Add keywords, text,  to increase content similarity 
 

! Searching for Jennifer Aniston? 
 SEX SEXY MONICA LEWINSKY JENNIFER LOPEZ CLAUDIA SCHIFFER CINDY CRAWFORD 
JENNIFER  ANNISTON GILLIAN ANDERSON MADONNA NIKI TAYLOR ELLE MACPHERSON KATE 
MOSS CAROL  ALT TYRA BANKS FREDERIQUE KATHY IRELAND PAM ANDERSON KAREN MULDER 
VALERIA  MAZZA SHALOM HARLOW AMBER VALLETTA LAETITA CASTA BETTIE PAGE HEIDI 
KLUM PATRICIA  FORD DAISY FUENTES KELLY BROOK SEX SEXY MONICA LEWINSKY JENNIFER 
LOPEZ CLAUDIA SCHIFFER CINDY CRAWFORD JENNIFER  ANNISTON GILLIAN ANDERSON 
MADONNA NIKI TAYLOR ELLE MACPHERSON KATE MOSS CAROL  ALT TYRA BANKS FREDERIQUE 
KATHY IRELAND PAM ANDERSON KAREN MULDER VALERIA  MAZZA SHALOM HARLOW AMBER 
VALLETTA LAETITA CASTA BETTIE PAGE HEIDI KLUM PATRICIA  FORD DAISY FUENTES 
KELLY BROOK SEX SEXY MONICA LEWINSKY JENNIFER LOPEZ CLAUDIA SCHIFFER CINDY 
CRAWFORD JENNIFER  ANNISTON GILLIAN ANDERSON MADONNA NIKI TAYLOR ELLE 
MACPHERSON KATE MOSS CAROL  ALT TYRA BANKS FREDERIQUE KATHY IRELAND PAM 
ANDERSON KAREN MULDER VALERIA  MAZZA SHALOM HARLOW AMBER VALLETTA LAETITA CASTA 
BETTIE PAGE HEIDI KLUM PATRICIA  FORD DAISY FUENTES KELLY BROOK SEX SEXY MONICA 
LEWINSKY JENNIFER LOPEZ CLAUDIA SCHIFFER CINDY CRAWFORD JENNIFER  ANNISTON 
GILLIAN ANDERSON MADONNA NIKI TAYLOR ELLE MACPHERSON KATE MOSS CAROL  ALT TYRA 
BANKS FREDERIQUE KATHY IRELAND PAM ANDERSON KAREN MULDER VALERIA  MAZZA SHALOM 
HARLOW AMBER VALLETTA LAETITA CASTA BETTIE PAGE HEIDI KLUM PATRICIA  FORD DAISY 
FUENTES KELLY BROOK 



2nd	  Generation:	  Add	  Popularity	  

! A hyperlink  
from a page in site A  
to some page in site B 
is considered a popularity vote  

 from site A to site B 
 

! Rank similar documents  
according to popularity 
 

! For example,  
if these sites had the same content 
similarity, the highest ranking 
result would be: 
 

 
 

 

www.aa.com 
1 

www.bb.com 
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www.cc.com 
1 www.dd.com 

2 

www.zz.com 
0 

How To Spam? 



2nd	  Generation:	  How	  to	  spam	  

! Create “Link Farms”: 
Heavily interconnected sites spam popularity 

Interconnected 
sites owned by 
vespro.com 
promote main site 



3rd	  Generation:	  Add	  Reputation…	  

! The reputation “PageRank” of a page Pi =  
the sum 

 of a fraction of the reputations 
  of all pages Pj that point to Pi 

 
! Idea similar to academic co-citations 

 
! Beautiful Math behind it 

! The PageRank of a page 
n  Can be calculated by  

 a sequence of matrix multiplications 
n  It is equivalent to  

 the probability of randomly surfing to a page 
 

 
 

How To Spam? 



3rd	  Generation:	  How	  to	  spam	  

! Organize Mutual Admiration Societies: 
“link farms” of irrelevant reputable sites 



An	  Industry	  is	  Born	  
! “Search Engine Optimization” 
! Advertisement Consultants 
! Conferences 





Link	  exchanges	  



Web	  forum	  and	  blog	  spam	  



Spam	  Detection	  through	  Statistics 

Web page in-degrees follows power law 



Word count variance 



3rd	  Generation:	  Reputation	  &	  Anchor	  Text	  

! Anchor text tells you 
what the reputation  
is about 

! It adds synonyms  
for a term 

Page A 
 
 
 
 

Page B 
 
 
 
 

Anchor 

www.wellesley.edu 
Founded in 1875, 

 Wellesley College is known… 

US News Best Liberal Arts Colleges:  
Williams College 
Wellesley College 
Pomona College 

The contributions of the nation’s 
women’s colleges, in the education… 

 
How To Spam? 



“Google-‐bombs”	  spam	  Anchor	  Text… 

Political Google-bombs become fashionable 

“miserable failure hits 
Obama in January 2009 



…	  for	  fun	  and	  proTit!	  

! Business weapons 
n  “more evil than satan” 

  

! Political weapon in pre-election season 
n  “miserable failure” 
n  “waffles” 
n  “Clay Shaw” (+ 50 Republicans) 

 

! Misinformation 
n  Promote steroids 
n  Discredit AD/HD research 

 

! Activism / online protest 
n  “Egypt” 
n  “Jew” 

 

! Other uses we do not know? 
n  “views expressed by the sites in your results are not in any way endorsed by 

Google…” 



There	  is	  a	  pattern	  on	  How	  to	  Spam!	  
! Web spammers are employing propagandistic techniques  

in order to modify the Trust Network of  Search Engines 

S.E.’s Ranking Spamming Propaganda 
1st Gen Doc Similarity Keyword 

Stuffing 
Word Games 

2nd Gen + Site Popularity + Link Farms + Bandwagon 
 

3rd Gen + Page Reputation 
 
 
 
+ Anchor Text 

+ Mutual  
Admiration 
Societies 
 
+ Link Bombs 

+ Testimonials 
 
 
 
+ Card Stacking 

4th Gen + “user need behind 
search” 



4th	  Generation’s	  great	  idea?	  



So,	  how	  do	  you	  decide	  what	  is	  reliable?	  



CHALLENGES	  to	  your	  Trust	  Network	  

! By your friends and family 

! By teachers and colleagues 
! By trusted advisors 

! By trusted sources 

! By others 

! By ads  
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By your own abilities  
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How do you know what you know? 

! Extrinsic reasons 
n  Trust in the entity supporting the information 

n  The majority of people use it extensively 

n  Technology can help here 
 

! Intrinsic reasons 
n  Own experience 

n  Own ability to think critically,  
which means: 

n  Understanding the Scientific Method  
and apply it habitually on important matters 

! But this is tough and requires Education 



We	  also	  “know”…	  

! What we learned as children 
! What we think we remember correctly 

n  There is no database in our brain, but we recreate memories 
every time we remember them 

! What we misunderstood 
n  Our brain is a pattern matching machine, we find similarities 

even where there is none 

! What we think under the influence of substances,  
of voices in sleep, lack of sleep 

! What we decide under fear, anger, personal interest, 
using illogical processes 

! ____________ (Add your own examples here) 



Are	  we	  so	  stupid?	  

! Our brain is impressively complicated, but it is not perfect 

! It is influenced by construction limitations and errors, our feelings, 
our senses, our environment 

! It was created through an ongoing evolutionary process.  
Some parts are old and are activated immediately,  
others are newer and demand great energy to get activated. 

! We need to feel that we are in control of our environment.  
We do not easily accepting random phenomena,  
we want to discover a couple reasons explaining them. 

! Critical thinking uses neocortex,  
large in size and requiring lots of energy to operate.  
We try to avoid it by creating heuristics, stereotypes,  
personal ways of “thinking”. 



The take-home message 

! Web misinformation (like propaganda and advertisement)  
 is here to stay 

! Finding information is easy,  
evaluating it is more difficult than it used to 
n  Our trusted sources are being challenged, fooled 

 

! Think critically in terms of your trust network 
n  Understand what you believe and why  

 

! In the 21st century the basic survival skills 
n  Reading & Writing 

n  Thinking critically 

n  Understand technology 



Thank	  you!	  


