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Who do you consult for answers?

N

J@ Myself

. How did you decide
and my experiences
@ A friend who to ask:
or family member
@ A religious authority @ Are they
& A professor knowledgeable on
' ?
@ Someone else the 1ssue’
@ A book or librarian @ Can I trust them?
® A newspaper # Is it convenient to
@ An ad that I like 15k theri?
@ The Internet




Your Trust Network

N

J@ Network of Nodes and Arcs (directed edges)
m  Nodes = social entities (people, entities, sources, ideas)
m Arcs = trust relationships from an entity to another

m  Length of arc = strength of trust

® We can explore it (mentally)
% We change/verify/augment it all the time

& Famous
/ Actress

NYTimes Your Boss

Joe
(a plumber)




CHALLENGES to your Trust Network

G g K By your friends and family
‘D | @ By teachers and colleagues
-g @ By trusted advisors
g @ By trusted sources
8 @ By others
4 By ads

& Famous
?nocracy Actress

Sof > fg/ Mo

[ How is your trust network challenged?

. AN
US Pres. /W\ ﬁ
Prof. X a;

NYTimes Your Boss

Joe
(a plumber)




Challenges through Propaganda

A
Y

@ Propaganda:

m  Attempt to modify human behavior,
and thus influence people’ s actions
in ways beneficial to propagandists

@ Theory of Propaganda
m Developed by the Institute for Propaganda Analysis 1938-42

@ Propagandistic Techniques (and ways of detecting propaganda)

s Word Games (Glittering Generalities & Name Calling) - associate good/
bad concept with social entity

m Plain Folk - people like us think this way

= Bandwagon - everybody’ s doing it, jump on the wagon

= Testimonial - famous non-experts’ claims

m Card Stacking - use of bad logic

m Transfer - use special privileges (e.g., office) to breach trust




The Bandwagon Technique

N
¥

@® with it the propagandist attempts to convince us that
all members of a group to which we belong
are accepting his program and that we must therefore
follow our crowd and “jump on the band wagon”

& Famous
?nocracy Actress
8, & G
. §/M°N The Coffee Joint&
U

&,

Partner

NYTimes Your Boss . &

Joe
(a plumber)



The Testimonial Technique

N

@® having some respected person say that a given idea
or program or product or person is good or bad

Best. Diet. Ever.

& Famous

Actress

NYTimes Your Boss

Joe
(a plumber)




The Web is also a network

N

Academics Fields of Study
Department of

Computer Science

Home

About Us

People

Curriculum

Research

Labs

Resources

m Nodes = web pages

Network of Nodes and Arcs (directed edges)

.research.an.com

m Arcs = hyperlinks from a page to another

A network can be explored
A network can be indexed

Academics Admissions & Financial Aid Student Life Campus Offices About Us

AALAC/Mellon 23 Working Group on Information

Fall 2012 Meeting
AALAC/Mellon 23 Working Group on Information
Co-Sponsored by the Center for Science of Information

October 26-27, 2012

Bryn Mawr College

Bryn Mawr, PA 19010

Maps & Directions

Parking: Between Buildings 38 & 40 on Campus Map

Keynote speaker: Prof. Sanjeev Kulkarni, Princeton University & Center for Science of
Information, Title: Science of Information Meets the Liberal Arts

Workshop Leaders

Deepak Kumar, Computer Science — Bryn Mawr College (Project Leader)
Duane Bailey, Computer Science — Williams College

T2u-Yi Chen, Computer Science — Pomona College

Panagiotis T. Metaxas, Computer Science — Wellesley College

Richard Wicentowski, Computer Science — Swarthmore Collage

Agenda:

All Sessions will be held in Room 300, Dalton Hall (Building 28 on Campus Map)

http:// &s.brynmawr. egu /content/wginfo

.s‘ms.berkeley.edu ' microsoft.com

7Y .
[\ 4
“factsquad.org

(58
it
\__/
catfess:ncl.ac 'GRNN-°re
!
“~“uriica.org

L . csl.sri.com

- /a:m\o;g A
|

Department of

Computer Science

)
@ " plir.org
“internetdemocracyproject.org
0@
—
vortexicom._~
\

rg

oy m% il 4
“aelu.or @) ~cpsr.org
9 [Vtﬂepubhcvoice.org e 1 ' ‘

.ifea.nex

. »
gilc.org B

ST
( J

5 /.
" privacyinternational.crg
N\

Y privacy.org
) wired.com

|| Search |

@
“ala.org

—

‘ ““vetingintearity.org
fte.gov (2]

@ @
"/ ( 3
~~eff.org /venfled\.

org P

avirubin.com

eac.gov

.fet.gov

& otablesoftware.com
Bt gnu.ﬂc'md‘

. .senale.gov

homasAIoc.g. € “electionline.ori
ss.ca.qov -org

N
““commondreams.org
P

& o
““calvoter.org nytimes.com

.blackboxvolln g.com

P

() e “pbs.crg
“““blackboxvoting.org

-~/ Y v

Access method

Server and domain Path of Document

[curynews.com .

buzzflash,
sptimes.com

.washmglonpost,com



Use Web, Search Engines, Twitter?

p
N

@ - of the Americans had internet access in May, 2008
s  More than half of connected Americans use broadband

@ - of all US adults went online to get news or information about
the 2010 midterm elections

& . of all internet users use a search engine regularly

@ of US adults received candidate or campaign information on
social networking sites or Twitter




Your Trust Network 2.0

N

L/
® Your Trust Network 1s greatly increased
@ You access it through Search Engines

@® A few of us, also through Social Networks

" Famous
Actress

NYTimes Your Boss



Reliability of Information on the Web

SN, TS Y YOU CANT BELIEUE | PoP Tils 1S e
So-CALLED | SOMETUNG TUST | oFFcIAL NATIONML-
ATCLE 6 | BECADSE 115 ON | NEwWS, Com SITE.

ON THE A WEB SITE! YU caNT GET

Anyone can be an author on the web!

JUNM




N

In the past, the greatest
problem facing researchers
was finding information;
now, with the advent of the
Internet, the greatest
problem is evaluating the
vast wealth of information
available.

Students [...]

placed greater emphasis on
the process of finding an
answer

than on analyzing the
actual information.

[y Leah Graham and Panagiotis Takis Metaxas |

“OF COURSE IT’S
TRUE; I SAW IT ON
THE INTERNET!

Critical Thinking tn the Internet Era

he [nternet is revolutonizing research methods
at colleges and universities around the world.
Though it can be extremely useful w rescarchers,

Students use the the Net presents a significant challenge in chat it

Net as a primary

is quite different from tradidonal sources. The
lack of uniform standards and the ease of access
source of information,

wsually with little or
noe rt_qa.ré) as to the

have made the Intemet a powerful but uncertain medium. Sub-
saantial effort is required to adequately evaluate its information,
and this may not always be apparent o users [5). This is particu-

laly challenging for students, as many have come to rely on the
accuracy of that

. . Net as a primary source of information without formal instruction
mfarmalwn.

about the difficulties involved. The Internet has gained a primary
place in research methods, and it is vital thar students become able

to critically evaluare the information it provides.

Several solutions have been suggested to deter-
mine accuracy in Internet research. In (1], Jerry
Campbell supports the Association of Rescarch
Libraries’ plan to devdop an Intermet portal wo
“rustworthy” information. This poreal would
“promote the development of and provide access
to the highest quality content on the Web."” Many
colleges have also adopted this approach by pro-

viding lists of approved online sources w students.
While it appears to provide 2 practical alternative
to information.coms that focus more on advertis-
ing than accuracy, this approach suffers from sev-
eral drawbacks. Firss, it is impossible to contimeally
monitor 2ll the content found using these portals.
Wieb sites change overnight and expand ac expo-
nential rates, and atempting to continuously ver-

[LLUSTRATION BY LiSA HANEY

COMMUNICATIONS OF THE ACM Mg 2501V 46 Mo )

71



The Web has misinformation!
_6 Google Web Images GroupsN®' News Froogle more »

) Advanced Search

can human growth hormone increase muscle mass? Preferences

( Search
Web

Results 1 - 10 of about 313,000 for can human growth hormone increase muscle mass?. (0.26 seconds)

Human Growth Hormone
www.HGH-Info-Buyers-Guide.org  Doctor Recommendations & Warnings. Find Info on Effective & Safe HGH!

Tip: Have a question? Ask the researchers at Google Answers.

Human Growth Hormone Natural HGH Supplement Decrease Fat and Gain ...
.. Increase stamina. Improve immune functioning. ... Now, you can benefit from the premiere
HGH ... information you need on hGH, human growth hormone hGH releaser, youth ...
www.hghplus.net/ - 23k - Cached - Similar pages

Human Growth Hormone - "Rejuvenation" Medicine?

.. the list of the age-depleted hormones that can be replaced ... is natural; it is plentifi "
in the human body during ... weight gain of 30-50 pounds occur when HGH wanes ...
www.usdoctor.com/gh.htm - 17k - Cached - Similar pages

Secretagogue-One can increase - hgh, hGH - Human Growth Hormol
Maximum Human Performance (MHP ... almost embarrassed to carry Secretagogue-O  _
hormone and IGF ... Enhances all other hormone activities; Increases hGH and IGF1; ...
www.powersupplements.com/hgh.htm - 12k - Cached - Similar pages

Best HGH for Bodybuilding - HGH Supplement

.. Yes, You Can Now Get Actual Human Growth Hormone ... Human Growth Hormone (HGH) is one
of the most powerfully effective anabolic hormones available. ...

www.trulyhuge.com/hgh.htm - 14k - Jan 29, 2005 - Cached - Similar pages

Human Growth Hormone HGH - Pro HGH Supplement | Human Growth ...

.. HGH) over the counter, however, you can improve your ... The same study found that

administering human growth hormone (hgh) resulted in a 8.8% increase in lean ...
www.bodybuildingforyou.com/ pro-hormones/human-growth-hormone-hgh.htm - 33k - Cached - Similar pages

Buy HGH human growth hormone supplement, oral HGH hormone
Somatrop Rx is a legal HGH hormone supplement with the strongest potency allowed
by law. . Now you can get actual human growth hormones legally without ..

................ I amen sl bnben 49 Nanlbad Dlrniloe mmman

Sponsored Link

Sponsored Links

Human Growth Hormone

US Prescribed HGH and Testosterone
Amazing results. Great service.
www.AntiAgingGroup.com

Human Growth Hormones
Don't buy HGH until you read this
Get the latest research and reviews

Search results steroid drug HGH
(human growth hormone)

HGH - The Truth

What They Don't Want You To Know
What It Does To Your Body Affiliate
www.GenF20.com

Muscle Growth

Want Faster Muscle Growth?
Learn The Tips & Secrets
www.steroid-encyclopaedia.com

Build muscle fast

System used by 150,000+ worldwide
Put on 30+ pounds of pure muscle!
www.BestWeightliftingProgram.com

Muscle Growth Secrets

- PR



Any controversial issue will be targeted

Web Images Groups™N®"' News Froogle more »

—~ GO Ogle is adhd a real disease? (‘search ) %ﬁ:em“

The following words are very common and were not included in your search: is a. [details]

Web Results 1 - 10 of about 200,000 for is adhd a real disease?. (0.18 seconds)

Tip: Have a question? Ask the researchers at Google Answers.

Texans for Safe Education Resolution

Texans for Safe Education Is ADHD A Real Disease? Dr. Fred Baughman is a
neurologist who has discovered real diseases. By directly ...
www.wildestcolts.com/safeEducation/real.html - 8k - Cached - Similar pages

Truths About ADHD and Stimulant Drugs

... Infformative Websites. www.adhdfraud.org - Dr. Fred Baughman's excellent website,
containing the best of his essays revealing that ADHD is not a real disease. ...
www.wildestcolts.com/mentalhealth/stimulants.html - 14k - Cached - Similar pages

[ More results from www.wildestcolts.com ] .
Search results for mental disease ADHD
To all website visitors: | urge one and all concerned with

MAKE CHADD ANSWER: IS ADHD A REAL Disease—ves or 8 (@ttention-deficit/hyperactivity disorder)
Jr., MD, May 26, 2001. Is ADHD a real disease—yes or no? ...

www.adhdfraud.org/commentary/5-27-01-1.htm - 5k - Cached - Similar pages

ADD and ADHD Fraud. Find out the truth about ADD and ADHD. ...

... the fraud of Attention Deficit Hyperactivity Disorder (ADHD)-Compiled by ... Making
"disease" (real diseases—epilepsy, brain tumor, multiple sclerosis, etc.) or ...
www.adhdfraud.org/ - 21k - Jan 29, 2005 - Cached - Similar pages

[ More results from www.adhdfraud.org ]

ADHD a Real Disorder

... Some people say, ADHD is not a real disorder because ... He says : "ADHD is a disorder
that cannot be identified in the same way as polio, heart disease or other ...
webdhealth.info/en/answers/adhd-real-disorder.htm - 20k - Cached - Similar pages

Baughman Dispels The Myth of ADHD

... The "disease," Baughman tellsinsight, "is a total 100 percent ... to bring an end to
the ADHD diagnosis ... as an adult and child neurologist, diagnosing real diseases. ...
www.becomehealthynow.com/article/dirty/209 - 62k - Cached - Similar pages
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@ If you do not rank high in search results,
you may well not exist!

¥ Web spam:

s Attempt to modify the web (its structure and contents),
and thus influence search engine results
in ways beneficial to web spammers




Ranking 1s The Important Decision

N

L/
‘ crawl the
web

eate




Evolution of Search Engines

N

" & 1st Generation (ca 1994):

m AltaVista, Excite, Infoseek...

= Ranking based on Content:
¢ Pure Information Retrieval

#® 2nd Generation (ca 1996):

m Lycos
=  Ranking based on Content + Structure

+ Site Popularity

@ 3rd Generation (ca 1998):

m  Google, Teoma, Yahoo

= Ranking based on Content + Structure + Value
+ Page Reputation

@ 4% Generation? (In the Works)
= Ranking based on “the need behind the query”




N

1st Generation: Content Similarity

@® Content Similarity Ranking:
The more rare words two documents share, the more similar they are

Antony and Cleopatra Julius Caesar The Tempest Hamlet Othello Macbeth

Antony 157 73 0 0 0 0
Brutus 4 157 0 1 0 0
Caesar 232 227 0 2 1 1
Calpurnia 0 10 0 0 0 0
Cleopatra 57 0 0 0 0 0
mercy 2 0 3 5 5 1
worser 2 0 1 1 1 0

@ Documents are treated as “bags of words”
(no effort to “understand” the contents)

#® Term frequencies are computed
(Above: a few rare words in W.S. books)

® Very common words (“a”, “of”, “the”, “in”, ...) are ignored




1st Generation: Content Similarity

84

The more rare words two documents share, the more similar they are

Antony and Cleopatra Julius Caesar The Tempest Hamlet Othello Macbeth

Antony 13.1 11.4 0.0 0.0 0.0 0.0
Brutus 3.0 8.3 0.0 1.0 0.0 0.0
Caesar 2.3 2.3 0.0 0.5 0.3 0.3
Calpurnia 0.0 11.2 0.0 0.0 0.0 0.0
Cleopatra 17.7 0.0 0.0 0.0 0.0 0.0
mercy 0.5 0.0 0.7 0.9 0.9 0.3
worser 1.2 0.0 0.6 0.6 0.6 0.0

e Above: Normalized term frequencies.
e Results are ranked by
sorting the sum of normalized frequencies of the query terms

Query: “In the mercy of Caesar” Rank Results:

How To Spam?



1st Generation: How to spam
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- Add keywords, text, to increase content szmzlarzty



2nd Generation: Add Popularity

N

& A hyperlink
from a page in site A
to some page in site B
1s considered a popularity vote
from site A to site B

@ Rank similar documents
according to popularity

@ For example,
if these sites had the same content
similarity, the highest ranking
result would be:

How To Spam?




2nd Generation: How to spam

N
N

Interconnected
sites owned by
vespro.com
promote main site

@ Create “Link Farms”:
Heavily interconnected sites spam popularity

http:// roghs.com
http:// versal.com/
http://hg L LR T ] L7 A A X N IS g iskin.com/
http:// [ LN S I 7 XK~ ~ X lexmax.com/
http:// enol.com/
\
espro.com/
https pro.com/

oplex.com/



3rd Generation: Add Reputation...

N

L/
@ |The reputation “PageRank” of a page P, =
the sum
of a fraction of the reputations
of all pages P, that point to P;

@ |Idea similar to academic co-citations

#® Beautiful Math behind it

@ The PageRank of a page

m Can be calculated by
a sequence of matrix multiplications

m [t is equivalent to
the probability of randomly surfing to a page

How To Spam?

A B
0.4
0.2 > 0.2
—
0.
0.2
0.4 C
0.4
S

Simplified PageRank Calculation



3rd Generation: How to spam

N

® Organize Mutual Admiration Societies:
“link farms” of irrelevant reputable sites

Resource Partner Additions

Currently we are only adding websites to this Resource page with PR6 or higher AND WHOSE LINKING PAGE IS PR5 OR HIGHER. The
first thing we check when we receive a link request is the PageRank. If the page you are planning to put our link on does not have a PR5
or higher we delete the request without a response. Please honor this request. Those websites that meet the above requirements are
added within a few days.

To add your website to our Directory simply do 3 things:

1) Copy this code to your website:
<!-- Start Copying here -->

<P><A HREF="http://www.1st-Hgh.com" TARGET="_blank"><B>1st Hgh, Homeopathic Human Growth Hormone Spray</B></A><B>
</B>- The primary hormone in the bedy, information and sales. Hgh is the ultimate youth reviving hormone. For everyone over 30 years
old. This product is safe, inexpensive, and comes with a full money back guarantee.</P>

<!-- End Copying here -->

It should lock like this:
1st Hgh, Homeopathic Human Growth Hormone Spray - The primary hormene in the body, information and sales. Hgh is the ultimate
youth reviving hormone. For everyone over 30 years old. This product is safe, inexpensive, and comes with a2 full money back guarantee.

2) E-Mail us the url where we can view our link on your website (it must be PR4 or higher!);

3) Include in this e-mail your website url, title, and description.

Thank You, Partner!




An Industry is Born

‘avorites  Tools Help

T % = | /Search - Favorites @Media 6’:‘7 v = -

@ “Search Engine Optimization”
® Advertisement Consultants
@ Conferences

ww.marketingeffects.com flinking_strategies.htm

8006 High PR Link Club
Reciprocal Link Tools and Website Position Strategies [ Swindly A A] @ @  http:/ /www.highprlinkclub.com/ +'Q~make money high &

[I] Later..v Funv Newsv MMediav CSv Fundsv Confv Studentsv CriThiv e-Spamv Sports Hours > April

. P— Besides, don't you have better things to do with your time than chase down links?
Drive Thousands of Targeted Visitors to Like run your business and make money?

your website and boost your Goog le Yet not only is this club a huge time saver...many of these link pages are

Pageran k undiscovered little gems...meaning you can gain a whole bunch of PageRank
from them as you won't be sharing the PR with hundreds of other sites.

Services

Linking Strategi

Why Having Links to Your Website Are Important
And get this...
Having links from other websites is very important, yet, it's one of the most overlooked
Marketing Services strategies for increasing traffic and for increasing your position in the search engines. There are even some PR6 pages I've found that hardly anyone knows about
and they're more than willing to swap links with any decent website!

Turnkey Internet

Businesses for Sale As soon as you launch a website, you should spend some time working on a

strategic web site linking strategy. Are you starting to see the big picture here?

By "l‘i”'}‘ing on getting Sh“?s to Iri:']k ‘UhVUU' 3|'.°“,“ not U“P']Y seean increase in "am.cilb“‘ As if all that weren't enough...what if | also made it so simple for you to conduct your
Free Newsletter you'll also see your website achieve better listings in the search engines, especially . . 0 !
the most important search engine - Google. link campaign that it's as easy as

Hosting o
How to find good sites to link to you copy, paste and forget it...

; !
It's all about getting the right sites to link to you. Just remember quality before Butwait...here's the best part...
Resources quantity. That means to avoid links farms and FFAs like the plague. Many search X .
engines will penalize you for having a link from a link farm. Ask yourself: "Would | ...whatif | showed you how to do the whole thing in
FAQ want people to associate me with this website?" If the answer is no, then move on to
the next site. With over 40,000,000 websites, you should be able to find some high ...about 1 hour a month!
Contact Us quality websites willing to link to you.

Yes, you read that right...about one hour a month is all it will take you to boost

Befqre you get started, | recommend these two tools, as they'll make finding the your pagerank, increase your search engine rankings and easily grab more
quality sites you want to be linked to much easier. traffic!

The first is the Google Toolbar. With the Google Toolbar, you'll be able to see how

important Google thinks the page is. Now if you really do 'get what I'm offering, you're practically ready to knock me over

to get into the private, Members Only section of this Website, right?

The second is Alexa Toalbar. With Alexa, you can see how popular the site is. X . X X X
Alexa ranks every site based on how often other toolbar users visit the site. It's an (JlfSt think...this entire, awesome program is that close at hanq! Now | saw that! Quit
excellent tool, and the best part about both of theses tools are that they're absolutely trying to peak around the corner...you need a password to getin!)

FREE.
Get your lifetime membership to the High PR Link Club for ONLY 597!

The next aten ic tn net an wnur favnrite cearrh ennine fl recammend Gonnle cince it's

O Inte




CURRICULUM VITAE

| was born July 23, 1977 in Albany, NY. | recieved a BA from Reed College in
biochemistry and molecular biology in 1999, an MS from Cornell University in
biophysics in 2002, and an MS from Stanford University in computational and
mathematical engineering in 2009. I'm currently working at Genia Technologies
Inc., analyzing single-molecule measurements of DNA threaded through
protein nanopores embedded in phospholipid bilayers. | also have a part-time
position in the Stanford University Radiology Department with the Informatics in
Imaging Sciences (ISIS) group, developing the BIMM biomedical image metadata
manager and ATM Aim Template Manager applications (pre-release version
only).

| content/upgrade/up load .php?srsprin=18page=1238"=order hydrea online</a=</li=<li=m href="http://seatt lecondosandlofts.com/wp-




Link exchanges

A Link Exchange Directory: MEDICINE & PHAr

2 Buy Links Buy Link Popularity - Micr(
File Edit View Favorites Tools Help

Lifestyle Link Exchange - Microsoft Internet Explorer

File Edt View Favortes Tools Help - File Edt View Favorites Tools Help address | &] http: fwww.links-pal.com/lfestyle. html
- QsBack - © - ¥ A ¢ o D search ¢ e - -
O Ba D ¥ B & P search QoBack ~ ) - [¥] &) @ Posearch rFavorites € (A in W] v [J & B
7 ~
Search the Directory:
L P 1 LINK EXCHANGE PARTNERS - RECIPROCAL LINK EXCHANGE b
-
[Seaen | llll(S dl.com
‘ Site Map IMPROVE YOUR I_.INK POPULARI TY! LI I E S I I L E
B onc R e e
LU LU E RSNV RE | Link Exchange Directory
» Submit Your Site
:: HIGHLY RECOMMENDED LINK EXCHANGE PARTNERS :: ‘
& SEO Resources
Hoodia Gordol the all natural appetite suppressant that has been featured on
» Contact Us HOODIA GORDONII AN ALL NATURAL APPETITE ||CBS News 60 Minutes. Visit Hoodia-Advice.Org to read about the science and
SUPPRESSANT clinical studies that have been done on Hoodia. Learn if Hoodia can help you lose
weight.
N Offers varieties of flower arrangements and advice on how to choose flower
" Featured Articles THE FLOWER ARRANGEMENT ADVISOR arran_gemenG for spec'IaI occasions like Christmas, Thanksgiving, etc. Also contain
£} Home [ Contact us % Site may] . creative home decorating ideas using flower arrangements as well as steps on
. Link Exchange Software some very easy-to-do flower arrangements.
rmm—— » Link Exchange Services We are an Online sports newspaper, providing Handicapped free picks, Fantasy
N THE SPORTS NEWSPAPER sports, Realt time Scores and odds, stats, trends, forums, game matchups,
~ ReadMe.txt ™ Why Exchange Links? injuries and much much more!
What are RELEYANT links? h ink:
Buy links - why buy links? Links are the]  How to Exchange Links [ TULSA REAL ESTATE HTulsa Area Real Estate, Homes, Search all Tulsa Area Listings. ‘
very essence of the World W Web i
/ - o : » SEO and Link Exchange
Without links, the Web would be nothing ‘ NARCISSISM AND NARCISSISTIC PERSONALITY HThe book sold on this site will change your life forever. ‘
but a bunch of separate and unrelated files » Bad Link Exchange Practices DISORDER BOOK
instead of the coherent, interlocking whold "
that it is, KITCHEN SUPPLIES Cookware, cutlery, coffee makers, dinnerware, food processors, blenders,
vacuums and more.
READIMORE 3> P Gift Ideas for Romance Romantic Gifts for Love, Friendship and Passion. 24K Gold
artners : N B i
GIFT IDEAS FOR ROMANCE Roses are featured along with many unique gifts and giftideas to romance the
B Wh\aI Llnk Exchange Doesn't Work » 123 Exchange Links heart.
ks bec: - - - N .
e - FSM helps you to meet beautiful Ukrainian gids & Russian girs for love, romance,
. » Links-Pal Link Exchange A BLACETO HEET BEAUTIFULRUSSIAN WOMEN friendship and more. Check our catalog of beautiful ladies. They are waiting to
exchange, in brief) »ruarged when somel . & UKRAINIAN WOMEN hear fro ot take that firet ote
webmasters realized how important link] . Super Links ear from you, jus e that irst step.
popularity was to their search enging » Link Mongers - Buy Links WHOHITS.COM - FREE WEB TRACKER AND Sign up free for a complete web tracker, web traffic analyzer and hit counter and
rankings. TRAFFIC ANALYZER track your website traffic.
T — Cheating wife. Find out Now Is she Cheating. Diet is everything, extramarital
k o CATCH A CHEATING WIFE affair. Save your Relationship. Married but looking Read about Cheating Wife
On Google, Kings and Mongers Stories.
Buy links because when it comes to “wha ‘ FUTON PLANET HFutuns, Futon Covers, and Other Contemporary Furiture for the Home and Ofﬁ:e.‘
shoufd I do to have my website fisted
no.i in Google for a certain ke ROMANTIC HORIZONS Romantic gifts for love, r e, inti and p i Bring love and romance to
phrase’, the search en optimizatiory new heights with a wide assortment of glﬂs thatboth please and thrill the senses.
community is divided in two main groups N - n -
One group advocates that "Content is King Are you tired of poor rankings and bad web design? Let our team of Web Design
and webmasters should only write grea NEW YORK SEARCH ENGINE OPTIMIZATION Experts design you a great site thatis XHTML / €SS compliant, and then let our
content For their websites, any other actior] COMPANY Sea,«:h Engine Specialists, rank your site as high as possible in all major search
beina unnece: W and  ootentially engines.
8 Find your adult costu this holid and scare the sexy out of ‘em. Choose ‘
& &l ’ SEXY ADULT COSTUMES Hﬁ-nm our suner collaction of sexw adult cashimes. and sexw chnec tn matrht p4
&] Done ® Internet




Web forum and blog spam
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2 bextra - Microsoft Interne
File Edit View Favorites
Qeek - © - X &

e sl Q@Back + ) - [¥] 2] @ S Search TrFavorites € (Jv fa W] v Q@3

File Edit ‘iew Favorites Tools Help Address ’éj http: /jwww,.margieandaustinswedding. comwwwboard{messages/345. htrml V‘ GO ",'

Ablog of classroom activitie

)\ . % 3 . Te 3 ' . 7 3 . 3 :
o Creative ideas for valentine's day gifts and christening
Browse Listinf | USe''og9in
h . . L * * *
Ustpropertyf | semams: gift idea including holiday office party ideas
Listing Benefl ! = = L4 ¢
Investing Gui E—
Mailing List | -
:::;T—::i:;an [ Follow Ups ] [ Post Followup ] [ Wedding Forum for Comments ]
T
o Create new account
i ® Request new password . ) . . )
Investing Gui] Posted ByHoliday office party ideas and Creative Ideas for Valentine's Day gifts on August 29, 2005 at 01:26:26:
Free Forms Links
Investng For e Archived blog posts
Real Estate Tf : i‘}f:}iz'g;;?ge Wedding decorations ideas in http://christening-gift-idea iemkt. com christening gift idea. http./fwedding-centerpiece-
:::: E:::::: o Reading Marathon Pictures | ideas.iemkt. com wedding centerpiece ideas and Bedroom Design Ideas. http://free-scrapbook-ideas iemkt.com free scrapbook
calcutator | o e ures || ideas and kids birthday party ideas. Gift ideas for mom in http://girl-slumber-party-ideas iemkt. com Girl Slumber Party Ideas.
List Property | | http:/fscavenger-hunt-ideas iemkt. com scavenger hunt ideas and special event ideas. http:/thalloween-costume-ideas.iemkt.com
Mailing List Who's online Halloween Costume Ideas and scrapbook layout ideas. Romantic gift ideas in http:/fwork-at-home-home-business-
:::;ate Prog ;gegrseir; counrlritra]reltlﬂ userand f jdea jemkt com work at home home business idea. http://gift-ideas-for-cat-lovers iemkt. com gift ideas for cat lovers and Girlfriend
Contact Us N users:' Gift Ideas. Deck ideas in http ficreative-ideas-for-valentine-27s-day-gifts iemkt. com Creative Ideas for Valentine%27s Day gifts.
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i 'c’:::‘:m ideas kitchen design ideas over the hill party ideas home based business idea Back to School Bulletin Board Ideas Fireplace
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Spam Detection through Statistics
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Word count variance
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3rd Generation: Reputation & Anchor Text

A
N
@ Anchor text tells you a ) g
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: Page A ;
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www.wellesley.edu
Founded in 1875, ¥
Wellesley College f@
US News Best Liberal Arts Colleges: X:e contributions of the nation’ s
Williams College women s colleges, in the education...

Wellesley College

Pomona College How To Spam?




“Google-bombs”

Web Images Groups News FroogleN®™' more »

spam Anchor Text...

L GO()gle

Advanced Search
(S“\_'Ch) Preferences

Web

Results 1 - 10 of about 255,000 for miserable failure.

Biography of President George W. Bush

Home > President > Biography President George W. Bush En Espanol.
George W. Bush is the 43rd President of the United States. He ...
www.whitehouse.gov/president/gwbbio.html - 29k - Cached - Similar pages

Biography of Jimmy Carter

Home > History & Tours > Past Presidents > Jimmy Carter. Jimmy Cq “miserable failure hits

Jimmy Carter aspired to make Government "competent and compassi

www.whitehouse.gov/history/presidents/jc39.html - 35k - Cached - Sinl QObama in January 2009

Michael Moore.com
Click Here To Continue To MichaelMoore.Com "The War President". The
War President Photo courtesy of American Leftist, (click here ...

www.michaelmoore.com/ - 5k - Cached - Simi!~= n~~~e
Web | Images | Video | Local | Shopping | more v

Senator Hillary Rodham Clinton: Onlj | msereble failure
Dear Friend,. Thank you for visiting my on-lin

v

your interest in the issues before the United £
clinton.senate.gov/ - 9k - Apr 17, 2004 - Cacl

Political Google-t

80.000 for miserable fallure (Adet) - 0033 | (G SeacchScan
Also try: miserable failure gocgle, miserable failure not bush, More...

President Barack Obama

VWhiteHouse.gov is the official web site for the White House and President Barack ... Barack
H. Obama Is the 44th President of the Unted States. ...
www.whitehouse.goviadministration/presilent_obama - Cachad

Biography of President George W. Bush

Features a biography of the 43rd president, President George W. Bush, from the
White House website,

www.whitehouse.gov/preskient/gwbbio.mml - Cached




... for fun and profit!

N

% :
4 Business weapons
= “more evil than satan”

@ Political weapon in pre-election season
= “miserable failure”

s “waffles”
= “Clay Shaw” (+ 50 Republicans)

® Misinformation

s Promote steroids
m Discredit AD/HD research

@ Activism / online protest

) “Egypt”
. “Jew”

@ Other uses we do not know?

= “views expressed by the sites in your results are not in any way endorsed by
Google...”




There is a pattern on How to Spam!

A
Y

#® Web spammers are employing propagandistic techniques
in order to modify the Trust Network of Search Engines

S.E.'s Ranking Spamming Propaganda
1s* Gen Doc Similarity Keyword Word Games
Stuffing
2nd Gen + Site Popularity + Link Farms + Bandwagon
3rd Gen + Page Reputation  + Mutual + Testimonials
Admiration
Societies
+ Anchor Text + Link Bombs + Card Stacking
4th Gen + “user need behind
search”




4th Generation' s great idea?

- Google to pay US $500m in drug ad inquiry
Admits aiding Canadian sales

August 25, 2011 | By Hiawatha Bray, Globe Staff
B3 Recommend ¥ Tweet 2 £J Share E-mail &= Print

In one of the biggest settlements of its kind in US history, Google Inc. has agreed to pay $500
million to the Justice Department and admitted that the company’s advertising service helped
online pharmacies sell prescription drugs illegally.

US attorney for Rhode Island Peter F. Neronha revealed the agreement with the Internet
search giant at a press conference in Providence yesterday. Neronha’s office led an
investigation of Google’s role in the online pharmacy ads that began in 2009 and involved the
Food and Drug Administration and the Internal Revenue Service, as well as Rhode Island
authorities.

Ads by Google

Free Prescription Savings

Save up to 75% on your prescription Just print our 56,000 discounts
www.yourrxdiscounts.com




So, how do you decide what is reliable?

JUST &0 T
www. critical thinking.com
SND clicK ON




CHALLENGES to your Trust Network

A
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US Pres.

ﬁs S

NYTimes

By your own abilities

>

g @ By your friends and family
‘D | @ By teachers and colleagues
-g @ By trusted advisors
g @ By trusted sources
8 @ By others

4 By ads

& Famous
?nocracy Actress

/ Mom
%

U
Partner

Prof. X a;
Your Boss

Joe
(a plumber)




How do you know what you know?

N

@ Extrinsic reasons

= Trust in the entity supporting the information
s The majority of people use it extensively

= Technology can help here

@ Intrinsic reasons
= Own experience

= Own ability to think critically,
which means:

s Understanding the Scientific Method
and apply it habitually on important matters

@ But this is tough and requires Education




We also “know”...

N

J@ What we learned as children

4 What we think we remember correctly
s There 1s no database in our brain, but we recreate memories
every time we remember them
€ What we misunderstood

s QOur brain is a pattern matching machine, we find similarities
even where there 1s none

® What we think under the influence of substances,
of voices in sleep, lack of sleep

#® What we decide under fear, anger, personal interest,
using illogical processes

& (Add your own examples here)




Are we so stupid?

N

Our brain is impressively complicated, but it is not perfect

It is influenced by construction limitations and errors, our feelings,
our senses, our environment

It was created through an ongoing evolutionary process.
Some parts are old and are activated immediately,
others are newer and demand great energy to get activated.

We need to feel that we are in control of our environment.
We do not easily accepting random phenomena,
we want to discover a couple reasons explaining them.

Critical thinking uses neocortex,

large 1n size and requiring lots of energy to operate.
We try to avoid it by creating heuristics, stereotypes,
personal ways of “thinking”.




The take-home message

N

L/
® Web misinformation (like propaganda and advertisement)
is here to stay

# Finding information is easy,
evaluating 1t 1s more difficult than 1t used to

m  Our trusted sources are being challenged, fooled

@ Think critically in terms of your trust network
» Understand what you believe and why

@ In the 215 century the basic survival skills
» Reading & Writing
m Thinking critically
» Understand technology




Thank youl!

2012

Knowledge-Based Education — We oppose the teaching of Higher Order Thinking Skills (HOTS) (values

clarification), critical thinking skills and similar programs that are simply a relabeling of Outcome-Based
Education (OBE) (mastery leaming) which focus on behavior modification and have the purpose of challenging

the student’s fixed beliefs and undermining parental authority.

Report of

Platform Committee



